SITE Belgium Meet & Lunch

Ready for the new General Data
Protection Regulation?
Event organisers beware! This may, new EU regulations on general data processing
will come into practice. The new rules will better protect EU-citizens from having
their private data leaked and used without their permission. They will also cause
troubles for companies that keep some sort of data register on their clients. Failure
to comply with the new rules comes with potentially dire financial consequences.
This is why SITE Belgium invited lawyer Magda Lauwers as a speaker on its Meet &
Lunch event last month. She tackled this complicated subject head on, in order to
prepare the attending SITE members for a new day.
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ata protection has been a newsworthy topic for
quite a while now. Nearly all of the apps on our
phone are spying on us (yes, that one too, you old fox)
and are collecting our personal data. Businesses collect
it as well, and several large corporations have had their
security breached and the data of their clients or users
leaked. Even certain children’s toys have been hacked
in the past.

tection Regulation laws (GDPR). The new rules proved
a successful choice of topic. A big crowd had gathered
for the presentation in the new Tech.Lounge at Bluepoint Brussels: a second successful event for SITE Belgium this year. GDPR proved a popular topic, but would
it be easy to comprehend for a non-lawyer? I was going
to find out soon. Hold on to your butts, because it will
get pretty technical pretty fast.

This growing concern about who collects and what
happens to our personal data, is one of the reasons
the European Union came up with new regulations and
rules of practice on the storage and processing of this
data. This regulation will come into practice on 25 May
of this year. The new rules and the (possibly gigantic)
fines that come with them, are making companies
break into cold sweat as we speak. But civilians will
have to learn how to handle this new weapon as well.

What changed?
The issue is not new. Belgium has had a law on the
protection of privacy in relation to the processing of
personal data since 1992, like many other European
countries had their own specific regulations. The laws
were in place, but there was little European uniformity,
little control and almost no means of real punishment.
Many of the rules in the 1992 law became obsolete
as well, due to technological process and the rise of
big data. The new regulations should create a uniform
platform and a way for civilians to regain access to
their personal data and to better control their own
privacy.

SITE Belgium wanted to inform its members in advance, and invited Magda Lauwers as a speaker for this
month’s Meet & Lunch. Lauwers has her own law office
(Blienberg Advocates) and is specialised in commercial
law, company law and intellectual property law. She
completed an education as Data Protection Officer, and
thus became an expert on the new General Data Pro-

So what exactly is different now? Well, for starters, the
new rules are more up to date for social media outlets
and the data they collect. They create clarity about

Quite a crowd had gathered for this SITE Belgium presentation: here is the whole group

what exactly the terms they use are: what is personal
data, what is explicit consent, et cetera. The rules also
give individuals the right of access to the data saved,
the right to a data transfer and the right to be forgotten. It forces companies or institutions to notify both
the individual clients as well as the authorities within
72 hours of each data breach and give them all the
correct information needed.
When there is proof of serious mistakes made, administrative fines can go up to 4% of the global annual
turnover (up to €20 million max). The damage suffered
by individuals following the breach can be enforced to
be compensated as well. Most big companies will have
to appoint a data officer or at least create a data register that explicitly shows when and where data was
collected, what they are doing with it and how they
are protecting it. In short, every company that keeps
some sort of data file on its customers better comply
with the new rules, or the consequences could become
pretty unpleasant when something goes wrong.
When and where do the rules apply?
In short: almost everywhere and always. Once data is
collected regarding the activities of a company within
the EU the regulation is applicable. This means all of

you. The processing of someone’s personal data is also
protected by the new rules when the person is located
within the EU (and the company is for example not) and
goods or services are presented to him/her, or his/her
behaviour is being monitored within the European Union. Where the data is processed does not matter. This
means that companies located outside of the EU have
to follow the rules as well if they wish to do business
here.
Every form of processing personal data in order to
include these in a database falls within the rules. This
means that in theory even keeping a business card
index in a shelve somewhere, is legally keeping a
database. The only exceptions to the rule are activities
not subject to EU law, data processing by member
states for public, foreign or safety policies, personal or
domestic activities and data collected by competent
authorities for protecting public safety.
What is personal data?
Another interesting question about the new regulations is what exactly is considered to be personal
information? Well, the definition is pretty simple: all
information about an identified or identifiable natural person can be considered personal data – name,

location, identification number, ip-address, cookies, et
cetera. Data processing is allowed in these cases with
consent or out of necessity.
Sensitive information is another thing altogether. This
is data regarding someone’s race or ethnic origin, political views, religious beliefs or subscription to a union.
Data processing is forbidden here, unless you have
explicit consent, a clearly defined purpose of when it
falls within certain justified activities. A data processing
officer is obligated when you are collecting sensitive
data.
What is processing?
Processing of data is each possible edit or change to
personal data, such as collecting, using, managing or
sharing it. For example: for a client card, online reservation, or for online marketing. Processing has to be
done according to certain principles. The data must be
collected for specific and explicitly defined and justified
purposes. The collecting must be useful and limited
to what is required for the purposes stated above.
The data must be correct and updated, and it cannot
be kept longer than needed for the stated purpose.
Everything must obviously be kept in a secure environment. The controller of the data (= you or your superior)

must be able to prove that the data is managed in this
way and is therefore liable. This requires data management and data security. In human language this means
that every company is responsible for the safeguarding
of all of the personal info it collects and has to be able
to prove everything was done correctly after something
went wrong or face the financial consequences.
To be able to process data lawfully, at least one of the
following conditions has to be met. The data has to
be collected with a justifiable cause for the initiator. It
has to be done with (explicit and) informed consent.
The processing is needed to execute an agreement.
The processing results from a legal obligation of the
controller. The processing protects the vital interests of
a natural person, or the processing is required for the
general interest of public authority. Are you still with
me?
What is consent?
So all personal information you collect has to be done
with the consent of the person involved. But what
exactly is consent, and when is consent legal? Before requesting consent, the person involved must be
informed clearly and transparently about what he’s
going to consent to. Giving consent should be an active
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action. It cannot just be part of the tiny letters at the
bottom of the general conditions. No, it has to be clear
and distinctive consent. The consent only concerns
the collected data, what happens with it and whether or not it can be shared with a third party. Consent
can also be withdrawn at any moment and it can only
be given as of the age of 16. The proof of the explicit
consent lies with the controller. In theory this means
that everyone in your database has to give you explicit
consent to be in it. How this would work in practice, we
frankly don’t know for sure.
What are the obligations of the controllers (= you)?
There’s a whole list of things you need to oblige to. You
have to provide the following information upon receipt
of the data of your client. The identity of the controller
and his mandated person. The contact details of the
Data Protection Officer if there is one. The goal of gathering the data. The legal basis for processing (justified
importance, consent, performance of a contract). The
categories of the receivers of the data. The period in
which the data is kept and the criteria to determine this
period. The right of access, correction, transfer and re-

moval of the data and the possibility to file a complaint
with the supervisory authority.
Having a data register is also obligated, but what has
to be in it? Here’s the list. The name and contact details
of the controller, the processors and the DPO. The
different stages of processing. The description of the
categories of the persons involved, and the description
of the categories of personal data. The categories of
receivers of the personal data. The retention period of
the different data categories. The transfer of data to a
third country if applicable (non EU or international organisation) and the description of technical and organisational security measures. Are you taking notes?
Security measures
The system for the data collection has to be built in
such a way that the GDPR principles can be implemented efficiently, taking into account the state of
technology, cost of the implementation and the probability and severity of the risks involved (so measures
for small companies will usually be less strict). The
minimal requirements are the possibility to ensure the

confidentiality, integrity, availability and resilience of
the system and the possibility to exercise the rights of
the person involved. The procedure should be regularly
tested, assessed and evaluated.
When security is breached, the supervising authority
has to be notified within 72 hours of the discovery,
unless there is no probable risk to the personal data.
What needs to be mentioned is the nature of the
breach, the categories of the data involved, the number
of people involved, the point of contact where info can
be obtained, the possible consequences, the measures
to deal with the situation and the assessment of the
possible negative impact. Are you on it?
Sanctions and insurance
After a data breach, material or immaterial damages
need to be compensated, unless there is proof that the

company is not to be held responsible. Administrative
fines can be imposed and can – as said before – mount
up to €20 million or 4% of the total worldwide turnover for infringements on the rights of the persons
concerned. As you can see, fines can grow up to crazy
amounts.
Since the implementation of the new regulation is just
a couple of months away, we think it would be a very
good idea indeed to get some legal advice on what to
do exactly to be ready for the changes. Also, getting an
insurance to cover possible damages would be a smart
thing to do as well. We wish you good luck.

Published on www.bbtonline.eu in April 2018.
Like our reports? Like our Facebook page as well!

What is Tech.Lounge?

Who is Magda Lauwers?

Tech.Lounge is a brand new coworking space equipped with the
latest technological applications,
not far from the European
institutions, from the national
airport and in the heart of the
future Brussels “Mediapark”.

Magda Lauwers got her law degree with honours
at the KU Leuven in 1992, and started working at
EVC Advocaten that same year. She was active as
a lawyer at the Antwerp bar for 20 years.

Tech.Lounge is part of BluePoint
Brussels and consists of 1,200
m2 of space with fixed or flexible
workspaces, meeting rooms,
relaxation and network zones, a
brainstorming arena, a recording
studio and a fully digital training
center. Click here for more info.

In 2000 Magda received a Master’s degree in
intellectual law and in 2012 she successfully
concluded her training as a mediator in civil and
commercial matters.
Since 2016 she is a certified mediator. In 2014
she created her own law office, Blienberg
Advocaten. The office now has 4 lawyers, each
specialised in one specific field for entrepreneurs.
www.blienberg.be

